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B DotCloudft(3Hdockertt)h2013EDPyCon(Python
Conference) THER., €DRIXRTODI1—HY—(I5A,

B O257F2FBIIEHDREEEY—-ILTHD, RERDLXCICESE
S XMIThffEZEN U TRHEALTWVSDS,

B A—TOYV—RXRYIRFITTD [docker] EUTLAREN. €DfiE
VWBFDREH S, Z<OHFESE. ITEMHOERBETHHZNE U,
¥5(C2015FER . BREN(CI—Y—DH1EMULTLS,

B REEI>FTTF0R4aE,

o AR FFFIHDN\ZEILL_EHDockerzFIHL TLNBEENNSD,
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dockerd>7FD5R%

Dockerd>7FH (I NEVAA=DDEESMICLD. \vT—J{EEn
27 VEITIRIE

—— -—
£ corecorend-demaz ™ .
213352740056 berngp/docker-zebbix  "fbin/do

.-'tcpr 0.0.0.0:32773-22612/tcp, 0.0.0.0:3277
relcoredd-dens ~ § docker rum --nEmESpastgresgl-ri
—EII'F']]B HAHE=rednine producticn'y
——emv='DE_USER=redmine' —env='DE PL55=password
--valume={srv/docker/ rednine/ postgreaql: fver/ 11
sameershn, postgresgl: 9.4
Musble to find imege 'sameershnfpostgresgl:9.4' lock
Pulling repository sameersbnfpostoreagl
FS Layer 271laf7e03d3: Iownload complete
11136eaicia: Download complete
-I 1f8588anf03: Iownload complete
FS Layer 497179p91538: Download cotplete
: Download complete

FS Layer ' : Download complete

: Downleoad complete

l_.‘ [ Ker : Download complete
- Ly Gb8345004h16: Download complete

| f1075294a52: Download complete
-o dYel d68d1=060e: Iownload conplete
|

1010chf0daT™l: Download complete
J2af9o0bzT=: DIownload complete
laiflabbhiedl: Download complete
6133c013lcéa: Download complete

FS Layer

FS Layer -d6042607233: Townload complete
Statws: Downloaded mewer image for =ameershn/poscor:
Ba Se I m age lTHe-}fEIfcllfS']??alSDﬁfH B557EBc0aTedES 4db1 59be0 900 14

eod-demn ~ §
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—figiiRdockerd > FDiEHA A—>

Appl App2
172.17.0.1 172.17.0.2
(Zabbix:80) (Mediawiki:80)

App3

172.17.0.3
(mysql:3306)

Doker0 (Lipiux Bridge)

iptables (SNAT/DNATj -- $ sudo iptables -t nat -L —n

DNAT tcp -- anywhere anywhere=tep.dpt:1330610:172.17.0.3:3306
DNAT tcp -- anywhere anywhere—tep-apt™10080t0:172.17.0.2:80
DNAT tcp -- anywhere anyhe

=

192.168.0.1:8080
- App2

192.168.0.1:13306—> App3
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cFxcF2d>7FRuntime

| containerd
° https://containerd.io/

[ | rkt
° https://coreos.com/rkt/docs/latest/

® cri-o .‘,'
° http://cri-o.io/ ‘
B Google Cloud gVisor ‘
° https://github.com/google/gvisor .’

[ | Intel Clear Containers
° https://clearlinux.org/containers

[ | kata
° https://katacontainers.io/

[ | Ixd “
) https://www.ubuntu.com/containers/Ixd

u pouch

° https://github.com/alibaba/pouch

m  OCI (Open Container Institute) .‘}

° https://www.opencontainers.org/
| runV

) https://github.com/hyperhqg/runv
®  Singularity

° https://singularity.lbl.gov/
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McKesson BFEIN1I 51 /@ﬁi’]ﬂﬁ

Development at Mck

Software i

How Docker works For McKkesson
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1—R&—R#EN3 NASA

—

(&>

What is the holy grail?
e Hardware emulation!
e Develop in software land
 Test on real hardware
e CD to other teams/real spacecraft

Hardware Scarcity
* Testbeds cost > $300K
* Configuration management
is painful
* Every developer/subsystem
wants one

-l machnica
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graphQL with GIoo
GraphQL

o Eesron
[" Cli]ent _J S Tn
e

|
pos OOn

Yo build Resolvers Validation Caching Let Gloo do Function routing Validation Caching
GraphQL Loggng Metrcs Security the heavy- 0999 Metrics Function-level security
Sefver:  Aggregaton lifting Aggregation
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B 20173AKFEAT. Docker HubDA A—<0D24%I(CEXINAESSE & D2

m 2018/6 Docker Hub'C‘?ﬂ' —OROVUT MHE
e 977 R)LBREDIREE

AFENTEAA—IHZ
BYAZ2OMThNIZEES=ND

a1—Alc

® 2019/5(CEAKRDYAZTRAOVT hHBAFENIZUMRS NUNRIES /DT

2017%4A8
Docker Hub_E(Z
Docker123321®d

DR MUBMERR SN

201759A1H
GitHub_tTDocker123321
kit
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(C3 U TR DR

2018%1A
Docker Hub_E(C3DH

2018%2A

Docker Hub_E(C4DH
dDDocker123321

A AX—=HMERRESNITZ

I

2018%5A10H8
Docker Hubh'docker123321M
RS MU EBEE

201747-8ADR
Docker Hub_E (CE=#]
dDDocker123321

A A—=HMERR S NITZ

2017£10-12ADN
Docker Hub_E(C2DHE
dDocker123321

A A—=HMERR S NTZ

MdDocker123321

A A—HMER SN
2018%1A2H

Sysdig.com(c kD,

ZiRE

BRI EMEL TL edocker123321/mysql

kubernetes =T
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B 2018/12 kubernetes®EZIMEssEN AT ENIZ(CVE-2018-1002105)
® Aggregated APIS—/\—DEITRIET. ZRIILFZOTCRIEBRNSZI SN TULWVRW I —ZIERFKEE
D E%OJEES 9 DT
o XD)I\—3a>HEEWR
— Kubernetes v1.0.x-1.9.x
—  Kubernetes v1.10.0-1.10.10 (v1.10.11T{EIF)
—  Kubernetes v1.11.0-1.11.4 (v1.11.5T{EIE)
—  Kubernetes v1.12.0-1.12.2 (v1.12.3TEIE)
o AUZH)VIFHR
https://qgithub.com/kubernetes/kubernetes/issues/71411

B 2019/2 RunCICRARER T8 DAESSTE(CVE-2019-5736)
o AeFEMHZzERUCGHIULEIFTFZ1—UMNETLESEES. RA M LEDrunc/\AFUNBKEIT LEESE
N, A>T FHEEFUTUVBRA M ETroot #ETIOY > RONEITEINDIENNESD
® E’%EB}'(T%
—  runcl.0 rc6 B KLCZNLLAET
® JPCertl&#k
https://www.jpcert.or.jp/at/2019/at190007.html
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H—EXNWER(CIRHEND LS (CTDIHNENHDFT,

{88 https://www.gartner.com/smarterwithgartner/6-best-practices-for-creating-a-container-platform-strateqgy/

TV Softitions

B &
docker
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d1>7 7 (docker)D7 —+52F v (docker)

INY T —ZACDPR(CT T VT =23 > KEFI R MAD

FROM centos:7
RUN yum update -y && yum install wget -y &&¥
yum -y install java-1.8.0-openjdk java-1.8.0-openjdk-devel && ¥
echo "export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-
1.8.0.181-3.b13.el7_5.x86_64" >> /etc/profile &&¥

echo "export PATH=$PATH:$JAVA_HOME/bin" >> /etc/profile &&¥

echo "export
CLASSPATH=.:$JAVA_HOME/jre/lib:$JAVA_HOME/lib:$JAVA_HOME/lib
> —env='D3 HiNE=redmire producticn'l /tools.jar" >> /etc/profile &&¥
> —env='DB_USER-rednine’ —env='DB PASS/pfopftd echo "export PF_USER=root" >> /etc/profile &&¥
> -—1.rt|_11me=."sn—|.dj:-:ler.l'r5:ln1:|5,n'pnst. i Wget
> EEmeershn/poacgresgl:d. 4 . . . - .
usble to find imege 'samershn pootgla https://raw.githubusercontent.com/minepicco/dockerfiles/master/pin
T e gfederate/9..gl.2/pf-insta|l-9.1.2.sh &Y

Pulling repository sameersbny postoySft
'23?25239963 S Y/ chmod +x pf-install-9.1.2.sh &&¥
:531353351;;:; nzlm EE:MZ ./pf-install-9.1.2.sh
o973 99131598; Download complete ? RUN chown root. -R /usr/local/pingfederate1-9.1.2/
RUN chmod 755 -R /usr/local/pingfederate1-9.1.2/
RUN chown root. -R /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.181-

2 covecorend-demaz~ - ’

213352740056 berngp/docker-zebbix  */bin/ g
J080-»E0/tep, 0.0.0.0:32773-32612/tcp, 0.0.0.0:3473
~ 3 docker run —-neERE=pasStgre]

FS Layer
FS Layer
FS Layer

G15c10222280: Download complete
138bElefrdca: Dowvnload complete

m

LOCKET,
ontaine
FS Layer
FS Layer

RENRINEILE

macnica
solutions

t

AbB3 455 4h16:
4f1075294a5z2:
3bdbBdleDate:
1010chi0daTd:
JiZado0biTe:
lafflathledl:
G133c0131cha:
cdf04280Tc33:
Status: Downloaded pewer image for sameershofpostgr:
178e4£81fd4=5477al306£8 655 TEBc0aTEdE94dbl S9be0f9 B 18
-~

Dpwnload complete
Download complete
Iowmload complete
Dpwnload complete
DIownload complete
Download complete
Dpwnload complete
Dpwnload complete

RUN chmod 755 -R /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.181-
3.b13.el7_5.x86_64

ENTRYPOINT ["sh", "-c", "/usr/local/pingfederatel-
9.1.2/pingfederate/sbin/pingfederate-run.sh", "BACKGROUND"]

30082619130 Townload complete K
fes4Bdiatabs: Jovnload complete \3.b13.e|7_5.x86_64
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dockericERD I 71 IV AF A

RESNIZ D 7 AL AT AT OB T H REE

§ root@11284rancher2: /

root@l1284rancher2:/# 1s -lah /var/lib/docker/volumes/

total 380K

drwg—————— 77 root root 12K Sep 14 11:20

drwE——x——x 15 root root 4.0K May 25 10:24 ..

0K May 22 19:28 032500152def76528fc692eb%8fded054035a859d5453346fcechf560dal7e0dd

Arwxr-xr-x root root

Adrwxr—-xr-x root root 4.0K May 9 15:13 047f£3810c772555%2a6abazal3adlbdlae5fb5ab8587813a51803bf060ce8%6f6l4
Adrwxr—-xr-x root root 4.0K May 15 09:19 0542fbBe57bbl5edafel%l68be50038ffcheaded2B8eed20ad77cd785%5b75%0dc
Adrwxr—-xr-x root root 4_0K May 22 20:28 07ead5e4%815995080%cdBcl44c74331c25%9708ac3222a8%b5%0%d531ea5112152
Adrwxr—-xr-x root root 4.0K May 22 19:10 08556cd34da3alllc737555bp02dE15747d5dd0fe5348c8%4ccl2b546723540d8
Adrwxr—-xr-x root root 4.0K May 8 20:38 09f515f01d42005%0£f0dchdlbfedsbloeasclbd4236137605e6claze6etbaacd
Adrwxr—-xr-x root root 4.0K May 15 13:17 0a63286605%bbe2357efdeSc3cdab0f35eacbBashi%ed4fcacclidid4di3easclbe
Adrwxr—-xr-x root root 4.0K May 14 17:36 0b3351541305d1843el12a141e7d%12%6e0f£8775%b0a1f4807¢c523615%53d711ee
Adrwxr—-xr-x root root 4.0K May 9 15:33 103334132bl14aal5c787752645%cfeadlelde0874d57030%2bfhadecc22b%c470de
Adrwxr—-xr-x root root 4.0K May 9 15:27 117d3c346l13f7fasbbi8cS%3dc522%c645d3a4f5e7841c%=0856dcT7d3£3805%654
Adrwxr—-xr-x root root 4.0K Sep 14 11:20 1cbh350eS%6clc3341863b448bba0670£2da3f0cab0az245abec3333407£5%8e62262
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.0K May 14 17:35 ldffl0alaftcaaBbdeeeef(073a42207b5%6f8delf2de03dec39506d77bT748edle63
0K May 22 15:28 1f2d8cc838d501c30aa54d0becelebi81fe0f23a844a402cc44425123312d5703
.0K May 15 11:35 21dd0facbic5121deda724614455151655f486de20cTdacde7545d1lae536522a
0K May 22 19:10 256lab3b78f3d54863eala3de2lciatfobdbalZells0bd27bdSf86556761567cel
.0K Sep 6 14:27 260250746eeda3fdcdbaai3cdaldefsa2lsf4175b8be01588042e2633774140b
0K May 9 14:22 Z25c0bb2fa717555f7080a2el131a66f4faabcta23d9f1£3852d0595%0ec750d204e
.0K May 22 18:59 Zdfbffacb8ebZlcic3c054151d64572216682ab%b%25ce5750f4chb4cs63edla
.0K May 15 09:19 303b56c5301585%ccd4217d880522c554b75dede778e3L79350c50d2cboadclcc

AT7 W—rr o M=-277 2120 IM0AMAATDAAT AT 2ATO0~AET ETRhASONA~O00A 272 AAd e P F 2 EAD TS~ TE DA~ A

[S 30 'S T 5 S [ % S Y S [ 75 i O T 5 S [ U5 S i 5 i O [ U5 i VS [ 0% B VS B 0%
o T T T T T T T T T Y - T A -

m macnica _ _ _ _
solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved. m



A FFRBEDAT—I)

B BE/FHTEEDOHICRT—ILT7D K
o MLEMSIIBARIICIEE LURVEDBENIC RO —IL)7D ~
e ERFLERT—ILTIAILAGNE. D> FTFZ=BiEE
o [FEIBHAYRRIP RL X %= FH

m BE/FETERDOBRICRT—ILAL>
o LT IHMH—=ZFR— h=NdMIOHHS5E0

RE

e ‘TT
R —)L777J ~(replicas=10) ﬁ ﬁ ﬁ @ @ @ @ @ @ @
AT A > (replicas=3) T@TeeT T

-l-n macmca _ _ _ _
solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved.



A FFRBEDS A I

SNEZE/versionZY I AENMBE 7 O—FEBRD
e VI KIIT))\—=3>DUpdatedF A ?
o )\wTFEA/ETELE/MEEEN// \TIEBIEDHEL?

LA A—2Z U EIL RUTANE R DERN ALY

TS FHEE L. B8 A— SORBEFIEE LTS
%Blue/Green®H3+U—UU—Z [ TH—E DB &1 Q

@ ©

macmca
.l“ solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved.




1> 7 FRTREOBERICHERD

R (>J5
o KRR NOSOBETE. ZOHESEIEADEE @
® v KNIJ—DDKERK
B 5T
® RuntimetBE:iEYW—)LD/\—>3>
® docker.sock(CXtd BDIER
® KA LORIDIYIZ NMRR
o IR TCIOAFTFHITEIIVUIZTHFAD/IAAT—R
B O>FFA—TANL—H—
® Kubernetes®/\—= 3 > TE
® ctcd. CoreDNS/ZEDINR—FRZ hD)\—= 3 2 OTE
® Calico. Flannell@R&ED/\—=3 >0 TERE - -

>

macnica _ . . .
.ln solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved. m



TN Sittions Copyright ® 2011-2019, Macnica Solutions Corp. Al rights reserved. m



A7 FHEFI1UFADIL—LT—I(CDNT

® NIST SP.800-190
® 2017F(CVYV—-XENfc. DT FRREC/IDEF1 T HA RS>

® /RANKOS., O>FFERk. ¥HtE1—YH—. X L—20 Ry NDO—0ORE. OAFTFHEITIR
BEARZENRELTULND

B CISKN>FI—D
0 BARRB(CHIFTDITFIVUTAPOATSA 7> ADIRREZHIT T DIHDERNINIEE
® Kubernetest®Docker. Linuxiit&
o UTDUREEZEIRHIDIGEIE. U5 REEDCIS(AWS. Azure. GCPIRE)Z=FIH

macmca . . .
'ITI solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved. m



B DevOpszdI98HdE. AFTFOFIBICTEEST—ARIEECZL
o HRIMENSLW—ILTHDIESH., FIRITDIAUY MIKREW
B I FTFRIBIEBITB3 3 EFI1IUTr(3. EREIERRSD
® NIST SP.800-190(CBIL=EF 1 VUFr DIRETHWE
B DevSecOps®D=Eii
® Shift-left CRIBBFRAERI DY A LTSI Z&/\RICIIZ D
— DevOps\D=ZEZe/MNRICHIZ D
o ERRIBEDTFIUFT4/RUS —ZBEMLT D EDIRET
® 1> FFARIKIBIGEIRED S > TILICHERK T B
- BEREROT/)I\WvIE X L—XICL., HESHZREENICT S

'lh macmca . . . .
solutions Copyright © 2011-2019, Macnica Solutions Corp. All rights reserved. m



NIST SP.800-190D—&PiR¥¢#a1T

TN Sittions Copyright ® 2011-2019, Macnica Solutions Corp. Al rights reserved.



NIST Special Publication 800-190
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® Application Container Security Guide R
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® Murugiah Souppaya (NIST) T
® John Morello (Twistlock) R

CCCCCCCCCCCCCCCC

® Karen Scarfone (Scarfone Cybersecurity)
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